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1. Introduction 
 
1.1. Greater Brighton Metropolitan College, Littlehampton Road, Goring-By-Sea, 

Worthing, West Sussex, BN12 6NU (the College) is required to maintain certain data 
about individuals operational purposes and to fulfil its legal requirements.  The 
College recognises the importance of the correct and lawful treatment of personal 
data as it maintains confidence in the College and provides for successful operations. 

 
1.2. The type of data the College may require includes information on current, past and 

future employees, students, sponsors, suppliers and others the College is involved 
with (Subjects). 
 

1.3. Personal data whether held electronically, on paper, or on other media is subject to 
the Data Protection Act 1998 (DPA). 
 

1.4. Personal data means data relating to a living and identifiable individual.  Personal 
data can be factual (such as name, address or date of birth) or it can be an opinion 
(such as an appraisal). 
 

1.5. Sensitive personal data can include information about a person’s racial or ethnic 
origin, political opinions, religious or similar beliefs, trade union membership, health 
condition or any offences, alleged or committed. 

 
2. Status of the Policy 
 
2.1. Any breach of this policy will be taken seriously and may result in disciplinary 

proceedings. 
 
2.2. The policy does not form part of the formal contract of employment, but it is a 

condition of employment that employees will abide by the rules and policies made by 
the College.  This policy may be amended at any time. 

 
2.3. Any Subject who considers that the policy has not been followed in respect of 

personal data about themselves should raise the matter with the designated Data 
Protection Officer (DPO). 

 
3. Designated Data Protection Officer 
 
3.1. The College’s DPO is responsible for overseeing compliance with the DPA and 

implementation of this policy on behalf of the College.  
 
3.2. The DPO can be contacted as follows: 

 
Data Protection Officer 
Greater Brighton Metropolitan College  
Littlehampton Road 
Goring-By-Sea 
Worthing, West Sussex 
BN12 6NU 
 
Email to: TBC 
Telephone: 01903 273047 
 

3.3. Any questions or concerns about the policy should, in the first instance, be taken up 
with the DPO. 



4. Principles 
 
4.1. The College endorses and adheres to the eight principles of the DPA.  These specify 

the conditions that must be satisfied in obtaining, handling, processing, transportation 
and storage of personal data. 

 
4.2. The principles are that personal data is: 

 
4.2.1. to be obtained and processed fairly, lawfully and shall not be processed unless 

certain conditions in Schedule 2 (see paragraph 4.3) and for sensitive data in 
Schedule 3 (see paragraph 4.4) are met; 

 
4.2.2. to be obtained for a specified and lawful purpose and shall not be processed in any 

manner incompatible with that purpose; 
 
4.2.3. to be adequate, relevant and not excessive for those purposes; 
 
4.2.4. to be accurate and kept up to date; 

 
4.2.5. not to be kept for longer than is necessary for that purpose; 

 
4.2.6. to be processed in accordance with the data subject's rights; 

 
4.2.7. to be kept safe from unauthorised access, accidental loss or destruction; 

 
4.2.8. not to be transferred to a country outside the European Economic Area, unless that 

country has equivalent levels of protection for personal data. 
 

4.3. Conditions set out in Schedule 2, DPA 
 

Conditions relevant for the purpose of the first Principle: processing of any personal 
data: 

 
a) With the consent of the data subject 
b) To establish or perform a contract with the data subject 
c) To comply with a legal obligation 
d) To protect the vital interests of the data subject 
e) For the exercise of certain functions of a public interest nature 
f) For the legitimate interests of the data controller unless outweighed by the 

interests of the data subject. 
 
4.4. Conditions set out in Schedule 3, DPA 
 

The following is not a complete list of all conditions relevant for the purpose of the 
first Principle: processing of any sensitive personal data: 

 
a) With the explicit consent of the data subject 
b) To perform any right or obligation under employment law 
c) To protect the vital interests of the data subject or another person 
d) For the legitimate activities of certain not-for-profit bodies 
e) When the data has been made public by the data subject 
f) In connection with legal proceedings 
g) For the exercise of certain functions of a public interest nature 
h) For medical purposes 
i) For equal opportunity ethnic monitoring. 



 
5. Fair and lawful processing 
 
5.1. The DPA is not intended to prevent the processing of personal data, but to ensure 

that it is done fairly and without adversely affecting the rights of Subjects. 
 
5.2. For personal data to be processed lawfully, they must be processed on the basis of 

one of the legal grounds set out in the DPA.  These include, among other things, the 
conditions set out in paragraphs 4.3 and/or 4.4 of this policy. 

 
6. Processing for limited purposes 
 
6.1. In the course of the College’s activities, it may collect and process personal data, and 

this may include data the College receives directly from a Subject (for example, by 
completing forms or by corresponding with the College by mail, phone, email or 
otherwise) and data the College receives from other sources (including, for example, 
business partners, sub-contractors in technical, payment and delivery services, credit 
reference agencies and others). 
The College will only process personal data for the specific purposes set out in 
Appendix C or for any other purposes specifically permitted by the DPA. 

 
6.2. The College will notify those purposes to the Subject when it first collects the data or 

as soon as possible thereafter. 
 

7. Notifying Subjects 
 

7.1. If the College collects personal data directly from Subjects, it will inform them about: 
 
a) The purpose or purposes for which it intends to process that personal data.  

 
b) The types of third parties, if any, with which it will share or to which it will disclose 

that personal data. 
 

c) The means, if any, with which Subjects can limit the College’s use and disclosure 
of their personal data. 
 

7.2. If the College receives personal data about a Subject from other sources, it will 
provide the Subject with this information as soon as possible thereafter. 
 

7.3. The College will also inform Subjects whose personal data it processes that it is the 
data controller with regard to that data.  

 
8. Adequate, relevant and non-excessive processing  

 
The College will only collect personal data to the extent that it is required for the 
specific purpose notified to the Subject. 

 
9. Accurate data  

 
The College will ensure that personal data it holds is accurate and kept up to date.  
The College will check the accuracy of any personal data at the point of collection 
and at regular intervals afterwards.  The College will take all reasonable steps to 
destroy or amend inaccurate or out-of-date data. 
 
 
 



10. Timely processing 
 
The College will not keep personal data longer than is necessary for the purpose or 
purposes for which they were collected.  The College will take all reasonable steps to 
destroy, or erase from its systems, all data which is no longer required. 
 

11. Processing in line with Subjects’ rights 
 
The College will process all personal data in line with Subjects' rights, in particular 
their right to: 
 
a) Request access to any data held about them by the College. 
b) Prevent the processing of their data for direct-marketing purposes. 
c) Ask to have inaccurate data amended (see also paragraph 9). 
d) Prevent processing that is likely to cause damage or distress to themselves or 

anyone else. 
 

12. Data security 
 
12.1. The College will take appropriate security measures against unlawful or unauthorised 

processing of personal data, and against the accidental loss of, or damage to, 
personal data. 

 
12.2. The College will put in place procedures and technologies to maintain the security of 

all personal data from the point of collection to the point of destruction.  Personal 
data will only be transferred to a data processor if it agrees to comply with those 
procedures and policies, or if it puts in place adequate measures itself. 

 
12.3. The College will maintain data security by protecting the confidentiality, integrity and 

availability of the personal data, defined as follows: 
 

a) Confidentiality means that only people who are authorised to use the data can 
access it. 

 
b) Integrity means that personal data should be accurate and suitable for the 

purpose for which it is processed.  
 

c) Availability means that authorised users should be able to access the data if 
they need it for authorised purposes.  Personal data should therefore be stored 
on the College’s central computer system instead of individual PCs. 
 

12.4. Security procedures include: 
 
a) Entry controls.  Any stranger seen in entry-controlled areas should be reported. 

 
b) Secure lockable desks and cupboards.  Desks and cupboards should be kept 

locked if they hold confidential information of any kind.  (Personal information is 
always considered confidential.)  

 
c) Methods of disposal.  Paper documents should be shredded.  Digital storage 

devices should be physically destroyed when they are no longer required.  
 

d) Equipment.  Data users must ensure that individual monitors do not show 
confidential information to passers-by and that they log off from their PC when it 
is left unattended. 

  



13. Transferring personal data to a country outside the EEA 
 

13.1. The College may transfer any personal data it holds to a country outside the 
European Economic Area (EEA), provided that one of the following conditions 
applies: 
 
a) The country to which the personal data is transferred ensures an adequate level 

of protection for the Subjects' rights and freedoms.  
 

b) The Subject has given their consent. 
 

c) The transfer is necessary for one of the reasons set out in the DPA, including the 
performance of a contract between the College and the Subject, or to protect the 
vital interests of the Subject. 

 
d) The transfer is legally required on important public interest grounds or for the 

establishment, exercise or defence of legal claims. 
 

e) The transfer is authorised by the relevant data protection authority where the 
College has adduced adequate safeguards with respect to the protection of the 
Subjects' privacy, their fundamental rights and freedoms, and the exercise of their 
rights. 
 

13.2. Subject to the requirements in paragraph 12.1, personal data the College holds may 
also be processed by staff operating outside the EEA who work for it or for one of its 
suppliers.  These staff may be engaged in, among other things, the fulfilment of 
contracts with the Subject, the processing of payment details and the provision of 
support services.  
 

14. Disclosure and sharing of personal information 
 

14.1. The College may disclose personal data it holds to third parties: 
 
a) If it sells or buys any business or assets, in which case it may disclose personal 

data it holds to the prospective seller or buyer of such business or assets. 
 

b) If it or substantially all of its assets are acquired by a third party, in which case 
personal data the College holds will be one of the transferred assets. 

 
c) If the College is under a duty to disclose or share a Subject's personal data in 

order to comply with any legal obligation, or in order to enforce or apply any 
contract with the Subject or other agreements; or to protect its rights, property, or 
safety of its employees, customers, or others.  This includes exchanging 
information with other companies and organisations for the purposes of fraud 
protection and credit risk reduction. 

 
14.2. The College may also share personal data it holds with selected third parties for the 

purposes set out in Appendix C. 
 
 
15. Dealing with Subject Access Requests 

 
15.1. Subjects must make a formal request for information the College holds about them 

and, ideally, they should use the form at Appendix A as it may mean the College can 
more easily locate the requested personal data.  The request must be made in 
writing. Staff who receive a written request should forward it the DPO immediately. 



 
15.2. When receiving telephone enquiries, the College will only disclose personal data it 

holds on its systems if the following conditions are met:  
 

a) The College will check the caller's identity to make sure that information is only 
given to a person who is entitled to it. 

 
b) The College will suggest that the caller put their request in writing if it is not sure 

about the caller’s identity and where their identity cannot be checked. 
 

15.3. Staff will refer a request to the DPO for assistance in difficult situations.  Staff should 
not be bullied into disclosing personal information. 
 

16. Responsibilities of Subjects 
 

16.1. All Subjects are responsible for: 
 

a) Checking that any personal data they provide to the College is accurate and kept 
up to date. 
 

b) Informing the College of any changes to the information held about them: 
 
• for Staff, this is the HR Department 
• for Students, this is the MIS Team 
• for Suppliers, this is the Finance Department 
• For all other notifications, contact the DPO. 
 

c) Checking any information the College may send to them giving details of the 
information being kept or processed – any errors should be reported to the 
College. 
 

d) If their responsibilities involve collecting or processing information about other 
people they must comply with this policy and the DPA. 

 
17. Changes to this policy 

 
The College reserves the right to change this policy at any time.  Where appropriate, 
it will notify Subjects of those changes by mail or e-mail. 

 
18. Publication of College Data 
 

Data already in the public domain is exempt from the DPA. 
 
 
19. Retention of Data 
 
19.1. The College will keep some types of information for a longer time than others.  All 

staff are responsible for ensuring information is not kept longer than necessary – see 
Appendix B. 

 
19.2. Any data destruction is performed in a secure manner. 
 
20. Related Policies, Procedures and Documents 
 

• Closed Circuit Television Policy 
• Subject Access Request Policy 



APPENDIX A – DATA PROTECTION ACT 1998 – SUBJECT ACCESS REQUEST FORM 
This form may be completed by an individual who seeks access to personal data held about 
them by Greater Brighton Metropolitan College 
 
Greater Brighton Metropolitan College charges a fee of £10.00 per Subject Access Request.  
Please note, if your request relates to educational records, the College may charge additional 
fees to cover printing costs – these fees range from £1 to £50 depending on the number of 
pages provided.  Payment should be made payable to “Greater Brighton Metropolitan College ” 
or you can phone 01903 273029 and pay by Credit or Debit card.  The College will provide the 
data you seek once the completed forms, proof of identity and payment are received. 
 
A copy of either a photo driving licence or current passport must be included as proof of identity.  
 
To help the College comply with your request can you please give accurate personal details and 
an indication of the kind of data you are looking for in the sections below. 
DATA PROTECTION ACT 1998 – SUBJECT ACCESS REQUEST 
 
SURNAME FIRST NAME(s) Date of Birth  
   
Telephone Number Email Address Mobile Number 
   
CURRENT ADDRESS ADDRESS (whilst at  Greater Brighton Metropolitan 

College if different) 

  

REQUEST: (please indicate) 

STAFF  STUDENT  OTHER  Please specify ……………………………. 

START DATE FINISH DATE COURSE TITLE/JOB TITLE 
   

DESCRIPTION OF DATA REQUIRED: 
 

 I enclose payment to the value of £10.00 payable to Greater Brighton Metropolitan 
College 

or 
 I have made payment to the value of £10.00 via Credit/Debit card 

 
 I enclose a copy of my photo driving licence as proof of personal identity 

or 
 I enclose a copy of my passport as proof of personal identity 

 
 
Signed ………………………………………………………….. Date ………………………………. 
 
Please return this form to the Data Protection Officer,  Greater Brighton Metropolitan 



 

College, Littlehampton Road, Goring-By-Sea, Worthing, West Sussex, BN12 6NU 
For Office Use Only 
Received by  Greater Brighton 
Metropolitan College: 

Date Data Supplied:   



Appendix B – Guidelines for Retention of Personal Data 
 
Note: This is not an exhaustive list.  Medical records, for example, are kept for a variety of 
health and safety reasons and will carry their own retention times. 
 
Type of Data Suggested Retention Period Reason 
Personnel files included in training 
records and notes of disciplinary 
and grievance hearings. 
 

While employment continues 
and 6 years from the end of 
employment 

References and 
potential litigation 

Application forms/interview notes At least 6 months after 
notifying unsuccessful 
candidates 
 

Time limits on litigation 

Facts relating to redundancies 
where less than 20 redundancies 
 

3 years from date of 
redundancies 

Time limits on litigation 

Facts relating to redundancies 
where 20 or more redundancies 
 

12 years from date of 
redundancies 

Time limits on litigation 

Income Tax and NI returns, 
including correspondence with tax 
office 
 

At least 6 years after the end 
of the financial year to which 
the records relate 

Income Tax 
(Employment) 
Regulations 1993 

Statutory Maternity Pay records 
and calculations 

At least 6 years after the end 
of the financial year to which 
the records relate 
 

Statutory Maternity Pay 
(General) Regulations 
1986 

Statutory Sick Pay records and 
calculations 

At least 6 years after the end 
of the financial year to which 
the records relate 
 

Statutory Sick Pay 
(General) Regulations 
1982 

Wages and salary records At least 6 years after the end 
of the financial year to which 
the records relate 
 

Taxes Management 
Act (1970) 

Accident books, and records and 
reports of accidents 

6 years after the date of the 
last entry 
 

RIDDOR 1985 

Safeguarding Casework Records 
 

25 years Legal Requirement 

Written particulars of employment, 
contracts of employment, and 
changes to terms and conditions 
 

While employment continues 
and up to 6 years after 
employment ceases 

Time limits on litigation 

Student records, including 
academic achievements, and 
conduct 

• At least 6 years from the 
date the student leaves the 
College, in case of 
litigation for negligence. 

 
• For EU-funded projects 

records should be kept 
until after completion of 
programme 31st December 

Limitation period for 
negligence 



Type of Data Suggested Retention Period Reason 
2025. 

 
Working Time opt-out forms 2 years from the date on which 

they were entered into 
Regulations 5 and 9, 
Working Time 
Regulations 1998  
(SI 1998/1833) (WTR 
1998) 
 

Records to show compliance with 
the WTR 1998 

2 years after the relevant 
period 

Regulations 5, 7 and 9, 
WTR 1998 
 

Annual leave records 6 years or possibly longer if 
leave can be carried over 
from year to year 

 

N/A 

Collective workforce agreements 
and past agreements that could 
affect present employees 
 

Permanently N/A 

Works Council minutes 
 

Permanently N/A 

Current bank details 
 

No longer than necessary N/A 

Record of advances for season 
tickets and loans to employees 

While employment continues 
and up to 6 years after 
repayment 

 

N/A 

Death Benefit Nomination and 
Revocation Forms 

While employment continues 
or up to 6 years after payment 
of benefit 

 

N/A 

Records in relation to hours 
worked and payments made to 
workers 

3 years beginning with the 
day upon which the pay 
reference period immediately 
following that to which they 
relate ends 

Section 9, National 
Minimum Wage Act 
1998. 
 
Regulation 59, National 
Minimum Wage 
Regulations 2015  
(SI 2015/621) 
 

Consents for the processing of 
personal and sensitive data 

For as long as the data is 
being processed and up to 6 
years afterwards 

 

Schedule 1, DPA 

Disclosure and Barring Service 
(DBS), formerly Criminal Records 
Bureau (CRB), checks and 
disclosures of criminal records 
forms 

Should be deleted following 
recruitment process unless 
assessed as relevant to 
ongoing employment 
relationship.  Once the 
conviction is spent, should be 
deleted unless it is an 
excluded profession. 

ROA and Information 
Commissioner's 
Employment Practices 
Code Part 1.7.4 and 
2.15.3 

http://uk.practicallaw.com/6-200-3640


Type of Data Suggested Retention Period Reason 
Immigration checks  2 years after the termination 

of employment. 
Immigration, Asylum 
and Nationality Act 
2006 

  



Appendix C – Purposes for which the College may process Personal Data 
Nature of Work – Further Education/Sixth Form Colleges 
 
Description of processing 
 
The following is a broad description of the way the College processes personal information.  
A Subject may need to refer to any personal communications they have received, check the 
College’s privacy notices, or contact the College about their personal circumstances.  To 
understand how the College processes their own personal information.  
 
Reasons/purposes for processing information 
 
The College processes personal information to enable it to provide education, support and 
general advice services for its students and facilities to clients; to promote the College and 
its services; to publish the College magazine; to maintain its own accounts and to support 
and manage its staff. The College’s processing also includes the use of CCTV to maintain 
the security of the premises and for preventing and investigating crime. 
 
Type/classes of information processed 
 
The College processes information relevant to the above reasons/purposes.  This may 
include: 
 
• personal details 
• family details 
• lifestyle and social circumstances 
• financial details 
• education and employment details 
• student records 
• visual images, personal appearance and behaviour 
• information held in order to publish the College magazine 
• goods or services provided. 
 
The College also processes sensitive classes of information that may include:  
 
• physical or mental health details 
• racial or ethnic origin 
• religious or other beliefs 
• trade union membership 
• offences and alleged offences 
• criminal proceedings, outcomes and sentences. 
 
Who the information is processed about 
 
The College processes personal information about:  
 
• its students 
• employees 
• current, past and prospective employers 



• professional advisers, consultants 
• business contacts 
• welfare and pastoral professionals 
• complainants, enquirers 
• persons who may be the subject of an enquiry 
• suppliers and service providers 
• individuals captured by CCTV images. 
 
Who the information may be shared with 
 
The College sometimes needs to share the personal information it processes with the individual 
themselves and also with other organisations.  Where this is necessary the College is required to comply 
with all aspects of the DPA.  What follows is a description of the types of organisations the College may 
need to share some of the personal information it processes with for one or more reasons.  
 
Where necessary or required the College shares information with: 
 
• family, associates and representatives of the person whose personal data it is processing 
• professional advisers 
• current, past or prospective employers 
• educators and examining bodies 
• trade, employer and professional organisations 
• UCAS 
• trade unions and staff associations 
• voluntary and charitable organisations 
• healthcare, social and welfare organisations 
• suppliers 
• financial organisations 
• survey and research organisations 
• persons making an enquiry or complaint 
• careers service 
• press and the media 
• local and central government 
• security organisations 
• police forces, prison and probation services, courts and tribunals 
• suppliers and service providers 
 
Transfers 
 
It may sometimes be necessary to transfer personal information overseas.  When this is needed, 
information may be transferred to countries or territories around the world.  Any transfers made will be in 
full compliance with all aspects of the DPA. 
 

 
 


